In most countries of the world, public health is an important indicator for the prosperity of a society. However, due to increasing deficits in public households, more and more conflicts arise between new medical approaches and traditional medicine, between technology-centered and human-centered care, and between increasing demands of patients (societies) and limited, sometimes even decreasing healthcare budgets.
INTRODUCTION
In most countries of the world, public health is an important indicator for the prosperity of a society. However, due to increasing deficits in public households, more and more conflicts arise between new medical approaches and traditional medicine, between technology-centered and human-centered care, and between increasing demands of patients (societies) and limited, sometimes even decreasing healthcare budgets.
In this context, telecommunication-based medicine (telemedicine for short) provides for economies of scale, for sharing of investments, for speeding up clinical and healthcare business processes, for bridging geographical distances and, last but not least, for fundamentally re-designing, and innovating diagnostic, administrative, therapeutic and nursing processes [HAMMER 1993] , [BERGER 1997] .
Telemedicine-networks can only be established, and operated efficiently • if all relevant information and objects are in digital form (providing for a dematerialization of healthcare processes!) • if high-speed networks are available with acceptable bandwith, • if the telemedicine-software can be integrated with the administrative, and clinical systems of healthcare institutions, and • if the clinical, and administrative processes of healthcare institutions are adapted to the challenges of telemedicine. Up to now, it is quite usual to support administrative processes (such as billing), patient management, education, research or procurement by telematics. In contrast, telematics in diagnostics and therapy is still at its very beginning in most countries. First examples are emerging in telepathology, in teledermatology, and in telerobotics for surgical operations. The most emergent field in telemedicine, however, is teleradiology. Probably the most important reason is, that information, objects, and thus most processes in radiology can be dematerialized much more easily than in other clinical fields.
Regarding the points mentioned above, and with particular respect to the requirements of teleradiology, the current state can be characterized as follows:
• There is an increasing availability of digital modalities in hospitals. Thus, digital representations of images will be standard in near future.
• The internet provides a public infrastructure for telecommunication. Increasing bandwith provide for a much better reliability than in the past. Recent achievements in communication security (e.g., electronic signatures, virtual private networks, tunneling) facilitate the development of telemedicine applications [MÜLLER 1999 ].
• Expenses for telecommunication (dollar per unit) are decreasing rapidly due to technical innovations, extensive world-wide competition, cost reduction in hardware, etc. However, there are also open problems, in particular in software management / software technology, in the future development of standards (HL7, Dicom), and, finally, in the organizational systems / management structures typically found in public health organizations.
Information systems in healthcare are not at all open systems. For example, the architectures of most systems do not meet the state of the art in software technology. Modularization, object-orientation, component-technology, open interfaces and the like are still not common today. Even the commitment to standards such as HL7 or Dicom that are really important for teleradiology cannot be taken for granted. This is quite an important difference to up-to-day information systems in industry, and manufacturing.
Problems in management include that the IT departments of most public health institutions are not very experienced in large software projects, and in running / maintaining inter-hospital computer networks. On the side of software companies, there are bottlenecks in manpower (Y2K-problem, Euro, fairly not enough programmers/IT experts on the market), and in competence (in particular, system integration, operation/maintenance of large inter-organizational computer networks, telematics, IT support along the healthcare value chain).
A particular technological risk relates to the further development of the standards HL7 (representation / transmission of textual and numerical information) and Dicom 3.0 (representation / transmission of images). The definitions of both standards are not consolidated yet. Problems may arise due to the rapid success of the new internet standard XML (eXtended Markup Language). XML provides quite a natural way to structure, and access documents composed of text, images, audio and video sequences. The historical reasons behind the distinction into these two standards have therefore become obsolete already. Thus, an upcoming integration of HL7 and Dicom may be expected [HL7, 1999] . Healthcare institutions then could apply to XML for ease exchange of information between disparate software applications. This, in turn, will impact the architectures, and the functionality of future hospital information systems (HIS) as well as of dedicated radiology information systems (RIS).
On the organizational side, problems of change management are important. They result from the specific organizational cultures in healthcare, from shortcomings in process management, and also from inefficient management structures in public health institutions. This may cause risks, and difficulties (i.e., cost-raisers) if technology-driven change management aims to adapt a healthcare institution to a new organizational situation.
Contribution
The chapter describes the potential benefits, and the challenges small hospitals are faced with if they aim to establish, and run a teleradiology network supporting their everyday processes in radiology. Section 2 introduces the technical approach, and the methodology being used throughout the project. Section 3 introduces to the reader the initial situation of the hospitals involved (3.1), the benefits expected from teleradiology (3.2) and an overview of those conceptualizations of the teleradiology network that have been suggested (3.3). Three of them are described, and evaluated in more detail (section 4). Section 5 summarizes results, and gives an outlook to future work.
TECHNICAL APPROACH, METHODOLOGY
The technical approach we have applied to refers to ARIS (= architecture of integrated information systems). ARIS provides a methodology and a set of tools for developing information models. An information model of a hospital is an abstract description of the relevant activities, information objects and information flows in a real-world hospital. A telemedicine information model is thus an adequate basis for designing, implementing, and maintaining a telematics-based inter-clinical software system. A detailed description of ARIS is available in SCHEER (1998).
At its first hand, ARIS provides an integrated modeling framework including expanded event-driven process chains (eEPC's) for business process representations, function trees for representing business functions in enterprises, organizational charts for representing the organizational structure of a firm, and entity-relationship models (ERM's) for data modeling. These four modeling concepts stand for different, however interdependent perspectives of the modeling task. In ARIS, these modeling concepts refer to each other in such a way that any changes of the information model, e.g., a modification of the organizational chart, can easily be mapped to the data model, to the process chains, etc.
At its second hand, ARIS does also provide an approved software design process model in that it distinguishes five stages of software development (see fig. 1 ):
• Application problem: still outside of the methodology • Requirements specification: First ARIS stage of modeling. Contains pre-formal, semantic model of the requirements of a business application. On this level, ERM's and EPC's are used to represent particular information systems requirements.
• Information system (IS) concept: Second stage of ARIS modeling. Contains detailed
formal descriptions of the conceptual data model (database design), and of the software architecture on the overall systems level. • Implementation description: Third level of ARIS modeling. Contains the physical data model (database design), and formal specification of the detailed software architecture (level of modules).
• Implementation: outside of ARIS, addresses the physical implementation of the system.
DESCRIPTION OF PROJECT
Background Thuringia is a German state with a square dimension of 18.400 km 2 and about 2.5 million inhabitants living mostly in small towns (< 100.000 inhabitants). Currently, there are about 45 hospitals, 35 of them are too small (< 300 beds) for further reductions in size (at current level of technology). However, recent forecasts say, that the demand for healthcare services in Thuringia will further decrease by about 15% in the next five years. It is expected that this will cause sincere economic problems for at least 50% of the hospitals in the region. The public authorities currently owning those hospitals will probably not be able to cover the resulting burden of debt. Two possible solutions are currently under consideration: (1) Further decrease of the minimum firm size required for survival through organizational networking, out-/in-sourcing, and telematics. (2) Selling of distressed healthcare institutions to a privately owned hospital chain.
In this context, three small Thuringian hospitals formed a consortium in order to evaluate whether telematics can make them survive under these uncomfortable constraints at least in the mid-term. They thus decided to investigate the risks, and the strategic contribution of a teleradiology network to their competitiveness in the regional healthcare market.
Figure1: ARIS methodology

T y p i c a l D e s i g n a t i o n s
Benefits expected
Telemedicine in general is supposed to provide for economies of scale, for sharing of financial investments between hospitals, for efficient cooperation among clinical experts, and for providing small hospitals with access to up-to-date, university-level diagnostic competence (there is only one university hospital in Thuringia).
In this context, teleradiology is supposed to provide for the following advantages: • standardization: concerns technical equipment, software systems, diagnostic and administrative processes in the radiology departments involved. Does also lead to detailed documentation of processes, etc. Also improves the quality standards in radiology across the members of the network.
• radiological competence: a teleradiology network provides for specialization, and, thus for a better radiological competence available to each node in the network.
• IT competence: due to the increasing number of digital modalities teleradiology will soon enter the local routine processes in hospitals. However, it may prove difficult to build up and keep the necessary IT competence available. Thus, a teleradiology network will also support specialization in IT.
• availability: Enlistment periods for radiologists can be much better coordinated across a teleradiology network. This is especially important at night, and during weekends.
• second opinion: it is sometimes necessary to call for a second opinion, e.g., in case of strokes, in neuro-surgery, etc.. • sharing of digital archives: digital archives are an expensive resource. They require specialized IT competence, dedicated building infrastructures, etc. Expectation: significant economies of scale through decrease of fix costs per hospital and of unit costs per stored radiological image.
• procurement: a teleradiology network may have a much better position in radiologyrelated procurement than a single hospital on its own.
Conceptualizations of different types of networks in teleradiology
Teleradiology can run in very different forms. Examples are the operation of a telearchive, different approaches to teleconsultation, telecommunication-based exchange of radiological expertise, telecooperation of radiologists in diagnosis and therapy, but also telerobotic-like control of the operations of a remote modality (e.g., movements, taking pictures, etc.). This made it necessary to limit the scope of the study to four concrete teleradiology scenarios:
Scenario 1: Joint operation of a centralized picture archive, where each remote user (radiology department) can only access its own database partition. In this scenario, there are no local picture archiving systems (PACS). Scenario 2: Joint operation of a centralized picture archive, where each remote user only accesses its own database partition. In addition to scenario 1, each radiology department runs and maintains a local PACS for caching purposes. Scenario 3: Teleconsultation with access to local software systems (in particular, RIS and HIS [= hospital information system]) and local PACS.
Scenario 4:
Teleconsultation with access to local RIS/HIS and to a jointly operated, centralized PACS. This approach integrates scenarios 2, and 3. There is a partial order defined on these scenarios: 1 -> 2, 1 -> 3, {2 and 3} -> 4.
For each of these scenarios, a detailed analysis of its particular risks, and promises has been undertaken. Based upon empirical research, detailed evaluations of the functional, organizational and information processing settings in each hospital have been performed.
On this bases, the feasibility, the risks, and the potential advantages of setting up and operating the teleradiology network under consideration have been determined. The investigations did also address the readiness of software providers to actively support the prospective teleradiology network.
The following general results have been achieved: • Expected benefits (see listed above) can be achieved.
• The economic feasibility depends upon the cost for software (incl. project management) and for data transmission over a telecommunication network. An important promise is, that currently the cost of telecommunication is decreasing very rapidly.
• The organizational and functional structures, and the processes within each involved radiology department do not provide any sincere innovation barriers. It may, however, be necessary to establish a coordination unit supporting the adaptation of local structures and processes to the requirements of a teleradiology network.
• Similar points apply to the coordination of tasks, responsibilities, and processes across the different information systems departments of each network member.
• The benefits of standardization may not so easily be achieved. Basically every member of the network wants staying independent in its local hardware/software choices (e.g., RIS, HIS, PACS) from the network.
• The most important precondition, but probably also the highest barrier for an efficient operation of the teleradiology network, is thus the integration of different radiology information and picture archiving systems. Up to now, these systems are proprietary legacy systems. They are not at all on the current state of software technology. That makes it difficult to add necessary functions, and to adapt parts of the internal architectures, data models, and data flows. It thus cannot be taken for granted that the relevant software providers really will support such a project. • A bit surprisingly, the relevant standards HL7 and DICOM3 are not consolidated yet.
Due to the rapid emergence of the internet, and to the overwhelming success of the just recently developed information representation language XML (eXtended Markup Language) an impact on further definitions of these standards must be expected.
SELECTED SCENARIOS
Centralized archive, exclusive database partitions for each network member, and local picture archiving systems for the purpose of caching (scenario 2)
Each member of the network (hospital) runs its own radiology information and picture archiving systems under local control. The primary objective behind this scenario are economies of scale by a common archiving system for long time storage of radiological data (pictures).
The following figure illustrates a possible realization of this scenario: This scenario involves a storage hierarchy with three levels. On the first level, there is a storage at each modality. On the second level, the local PACS provide for a short-term storage of pictures. The local PACS serve as a buffer or prefetching memory with a precalculated capacity (e.g., up to one month). On the third level, the telearchive provides longterm storage capacities. Organization and size of the local archives depend on technical and economic factors. The following figure provides an example.
The costs of telecommunications depend on the capacity of the local PACS (in days of caching), on the volume of the data transmitted per archiving operation, and on the bandwith available. The following figure presents an example for a data transmission calculation. -average examinations of patients per day 150 patients/day -average size of radiological data per examination 15 MB/examination -average accesses to the central archive 150 accesses/day -average size of loaded radiological data per examination 15 MB/examination -amount of created radiological data per day 2,2 GB /day -amount of loaded radiological data per day 2,2 GB/day -daily backup-volume per night to the central archive 2,2 GB/day -amount of created radiological data per month 65 GB/month -amount of loaded radiological data per month 65 GB/month -amount of archived radiological data per month 130 GB/month -Size of the RAID System (Level 1) 260 GB The only necessary precondition for this scenario is DICOM-compliance of the different picture archiving systems involved on the local and network-wide storage level.
Figure 4: Data transmission calculations (example)
Teleconsultation with access to local RIS/HIS and local PACS (scenario 3)
Scenario 3 provides all required services on the level of teleconsultations. Examples: • network consultation: remote consultation of a radiologist providing his services for the whole network (e.g., during weekends or at night) • be on call: remote radiologist transfers results, for instance from home • expert consultation: remote radiologist provides a "second opinion" • transport consultation: remote specialized radiologist decides whether a patient can be / needs to be transported to a specialized clinic (e.g., case of neuro surgery) • emergency consultation: remote radiologist needs to be accessed / consulted as fast as possible. The data transmission capacities in this scenario are not as high as in the telearchive scenario. At present, there exists only some interest for teleconsultation in computer tomography (CT) and magneto resonance tomography (MRT). The bandwith needed depends primarily on the required transmission speed.
Thus, when setting up a teleconsultation network, the maximum acceptable transmission times for the different consultation scenarios needs to be determined first.
The following figure shows exemplary data transmission times for CT-and MRTstudies. Teleconsultation with access to local RIS/HIS and to a central PACS (scenario 4) The scenarios outlined above assume a proprietary telecommunication infrastructure where security requirements are not such important. It is, however, absolutely necessary to also consider teleradiology across public networks, e.g., the internet. In this case, it is absolutely necessary to meet the relevant security constraints as they have been laid down in the respective national and international legal regulations.
A teleradiology system that meets these requirements is available with CHILI. CHILI has been developed by the Steinbeis-Transferzentrum Medical Informatics (TZMI), Heidelberg, and is available on the market since 1997. The particular strength of CHILI is its welldeveloped security system. This meets the strong data privacy requirements of the German Data Privacy Law (Bundesdatenschutzgesetz BDSG) and also the technical aspects of data security, which have been defined by the Commission of the European Community in its IT Security Manual. This makes CHILI quite appropriate for any teleradiology cooperation accessing the internet.
The following figure gives a description of a CHILI-based architecture as a possible solution to the requirements specified in scenario 4.
CHILI does also include a WWW-concept. This provides tools for secure transmission of medical data on WWW basis. E.g., all information is being transmitted on basis of SSL (Secure Socket Layer) applying to the HTTPS-protocol. Every PC equipped with an internet browser can thus be used to directly access the CHILI database.
The implementation of billing mechanisms on basis of HL7 and XML is the next step to real internet-based teleradiology. Currently, there are only solutions on the market that support a small selection of those processes running in the daily routine of a radiology department. Another interesting advantage of CHILI is its plug-in concept. Software developers can thus easily add new functionality to the system. In doing so they are free in the choice of programming language and interface toolkits (e.g., C, C++, Tcl/Tk). The following figure shows the architecture of viewing components and plug-ins.
In the perspective of true, open internet-based teleradiology, also some shortcomings of the CHILI system need to be reported. At the moment, there is no solution available for billing teleradiology services (e.g., consultations). Further issues relate to an integration of CHILI with the information systems of other hospitals, health assurances, etc. Thee are still a lot of interfaces to be developed. Another important point is that, up to now, CHILI does not support the HL7 standard yet.
SUMMARY
The research in this project has shown, that teleradiology can provide hospitals with a decrease in their costs in radiology while at the same time their competence in diagnostic, and therapy quality increases. Teleradiology has thus a clear potential to contribute a significant competitive advantage to small and medium-sized hospitals.
On the other hand, the research undertaken has also shown several risks and other important innovation barriers. The risks are mainly related to the proprietary nature of current hospital information systems, and to the missing competence of most RIS/HISsupplying software companies in inter-organizational networks, and telecommunication. The most important barrier, however, seems to be that the strategic impact of teleradiology (and telemedicine in general) has not been recognized yet broadly (at least in Germany). This is in a hard contrast to the situation industry, where networking, telecommunications, division of labor also between competing enterprises is very common today. 
